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THEORETICAL FOUNDATIONS OF RISK MANAGEMENT
FOR ENERGY SECTOR ENTERPRISES'

In a rapidly evolving energy environment, effective risk management is paramount to ensuring the stability and
success of businesses. This article examines a systematic approach to risk management in the energy sector, emphasiz-
ing the development of strategies adapted to a specific enterprise. The study delves into the various models used in
the energy sector to manage risk. Energy balance models, energy network models, economic-mathematical models,
demand and production forecasting models, risk management system models, renewable energy sources (RES) models,
and system dynamic models are discussed. The study proposes a comprehensive risk management system for the energy
sector, including SWOT analysis, Delphi method, sensitivity analysis and simulation modeling. The approach involves
a detailed analysis of internal and external factors, expert assessments and scenario testing for the formulation of
adaptive risk management strategies, taking into account regional characteristics, prioritizing resistance to change,
aligning them with modern industry challenges. Given the competitive and dynamic nature of the energy sector, the
study uses SWOT analysis and the Delphi method as key methodologies. The results of the study emphasize the need
for a comprehensive risk management system in energy. A systematic approach combining various analytical methods
is proposed, aimed at maximizing sustainability and competitiveness. The decision support system, which can be built
on the basis of the developed methodology, will be automatically adapted to specific enterprises, and will facilitate
prompt response to changes and optimize risk management strategies. The developed concept of a systemic approach
to consideration and response to risks in the energy sector offers a clear path for enterprise risk management. The
integrated system proved to be innovative and effective, making a significant contribution to the improvement of risk
management methodology in the energy sector. This research provides valuable information for practical applications
in energy and risk management.
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Introduction. In the context of rapid development and
profound changes in the modern energy landscape, the
importance of conducting research in the field of risk man-
agement becomes crucial to ensure the efficiency and sta-
bility of enterprises. A thorough review of literary sources
allows identifying specific facts that emphasize not only
the diversity of challenges facing the energy sector but also
the necessity of implementing highly effective risk man-
agement strategies.

During the research, terms such as "technological chal-
lenges," "market trends," and "risk management strategies"
are employed, defining and systematizing the concept of
risk management in the energy sector. Unveiling these
terms contributes to the development of a comprehensive
understanding of the requirements and possibilities in this
field, which is essential for the creation of an integrated
approach to risk management.

From the review of literary sources [ 1-20], it is possible
to note that several studies in the field of risk management
in the energy sector have been dedicated to the analysis and
classification of risks encountered by enterprises in this
industry. They delve into both internal and external fac-
tors that may influence the resilience of energy companies,
providing a valuable overview of the main challenges. An
averaged analysis is presented in Table 1.

The results of studies [21-32] underscore the necessity
of developing innovative risk management strategies in the

rapidly changing energy landscape. Research indicates that
companies actively implementing new technologies and
adopting flexible strategies have significant potential for risk
adaptation. An averaged analysis is presented in Table 2.

Additionally, a crucial aspect of studying risks in the
energy sector involves investigating the influence of reg-
ulatory policies on risky aspects of the energy business
[33—41]. The results of this analysis indicate that effective
implementation of risk management strategies requires not
only internal changes within the company but also align-
ment with external regulatory bodies. An averaged analysis
is presented in Table 3.

In the context of research on modeling the activities of
energy enterprises [42—63], attention is directed towards
developing stochastic models for forecasting financial risks
associated with fluctuations in energy resource prices. The
use of such models enables companies to manage financial
expenses and minimize the impact of market instabilities.
Additionally, possibilities of employing integrated optimiza-
tion models to enhance the efficiency of production processes
in the energy sector are explored. These models allow for con-
sideration of various scenarios and identification of optimal
risk management strategies based on external conditions.

Furthermore, there is an exploration of the potential
development of dynamic models that account for inter-
connections among different aspects of energy enterprise
operations. These models enable real-time risk manage-
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Table 1
Type of risk Risk category External factors of Challenges for the enterprise
occurrence
Geopolitical and Political conflicts, sanctions, Changes in terms of trade, losses due to currency
economic instability | global economic changes fluctuations, uncertainty in manufacturing partnerships
L Extreme weather conditions, Increased risk of natural disasters, changes in the supply of
Climatic changes R
changes in climate energy resources
External - - - - - -
Technological Innovations, rapid pace of Mandatory adaptation to new technologies, changes in the
development technological changes competitive environment
Legislation and Changes in energy laws, new | The need for constant monitoring and implementation of
regulation environmental standards new standards, increasing compliance costs
Technical problems Technical problems, equipment | Interruptions in production, possible loss of equipment,
and failures failure risk of accidents
Financial risks Upfores; en expenses, financial Decrease in profitability, difficulties in attracting financing
difficulties
Internal iali ; fsti ;
Personnel risks Losseg pf key specialists, staff Increasmg the burden on existing employees, reducing
instability productivity
Problems in production
Operational risks management, incorrect Delays in delivery, non-compliance with quality standards
planning

Table 2

The essence of
innovative risk
management strategies

Key aspects of adaptations

Flexibility in
technological solutions

The use of flexible technological solutions that allow you to quickly adapt to changes in the energy
landscape. This may include the use of modular systems, rapid implementation of new technologies and
technical innovations

Monitoring and
forecasting systems

Implementation of intelligent monitoring and data analysis systems for timely detection of changes in
the external environment. This allows enterprises to quickly respond to risks and make timely strategic
decisions

Agility in personnel
management

Application of principles of agile management and personnel development. Flexible teams and rapid
changes in the organizational structure make it easy to adapt to new challenges and ensure effective risk

management

Interaction with the
market and stakeholders

partnerships with key industry players

Developed strategies for interaction with the market, customers and stakeholders. This can include
quickly adapting to changes in demand, identifying new opportunities and securing sustainable

Scenario planning and
testing

crisis response planning and staff training

Regular scenario exercises and emergency tests help businesses adapt to risk scenarios. This includes

Continuous training and

Providing ongoing training and development of staff on new technologies, risk management strategies

development and best practices. This creates an educated and change-ready workforce
Table 3
Direction Requirements of external regulatory bodies Related internal changes at the enterprise

Changes in the
management system

New reporting requirements, environmental
standards, etc

Development and implementation of management
systems that meet new regulatory requirements

Changes in
environmental policy

Changes in environmental regulations and
standards

Review and update of the company's strategy in
terms of environmental responsibility, development
and implementation of new environmental practices

Improving security
processes

Changes in industry safety standards and
requirements

Review and update of security systems, staff
training on new security standards

Expansion of the control
and reporting system

Accounting and reporting requirements, in
particular, regarding financial and environmental
data

Implementation of new accounting and reporting
systems, staff training to use new technologies

Strategic planning and
development

Changes in energy strategies and requirements for
the development of renewable energy sources

Review and update of strategic planning, making
adjustments to investment strategies
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Table 4

Types of models

A brief description

Energy balance models

Models that take into account all inputs and outputs of energy at the enterprise. They are used to
optimize energy efficiency, determine energy sources and costs

Models of energy networks

Models that allow analyzing the structure and functioning of energy networks. They help to
determine the optimal ways of transferring energy and reducing losses

Economic and mathematical
models

Models that take into account the financial and economic aspects of the enterprise. They are used for
strategic planning, cost calculations and profitability

Demand and production

forecasting models planning

Models based on statistical and analytical methods for energy demand forecasting and production

Models of risk management

Models that take into account various risks related to production, finance, regulation. They help

systems define risk management strategies and make informed decisions
Models of use of renewable | Models that allow analyzing and forecasting the use of RES in the enterprise. They help determine
energy sources (RES) the optimal strategies for the integration of RES and effectively use their potential

System dynamic models

Models using system dynamics to analyze interrelationships and changes in the system over time.
They allow predicting the impact of various factors on the company's activities

ment and facilitate quick and informed decision-making to
optimize productivity and ensure operational stability. An
averaged analysis is presented in Table 4.

In the context of our research, we plan to employ simi-
lar models to create a comprehensive concept of system-
atic risk management. Modeling the enterprise's activities
will aid in understanding potential risks and their impact
on various business aspects. The utilization of advanced
modeling techniques will help develop effective risk man-
agement strategies, ensuring the stability of the energy
enterprise in dynamic market conditions.

The literature analysis underscores the active research in
risk management within the energy sector. However, some
ambiguity and divergent approaches leave questions regard-
ing optimal strategies unanswered. This "research gap" cre-
ates space for further exploration and development.

Concerning our own research, the primary focus will
be on developing a systemic risk management concept for
a specific energy enterprise. The methodology will involve
analyzing internal and external environments, identifying
critical risk points, and devising strategies to minimize
their impact. Applying an integrated approach will provide
a fuller understanding of risks and enhance the enterprise's
resilience in fluctuating energy market conditions.

The key challenge addressed in this article is the formu-
lation of an effective systemic risk management concept in
the energy sector, considering diverse technical and strate-
gic aspects of enterprise operations.

The hypothesis of this study posits that integrating a
systemic approach to risk management in an energy sector
enterprise — essentially creating a conceptual decision support
system that considers the conditions and specificities of the
enterprise — will reduce vulnerability to external influences
and ensure stability in a changing energy environment. This
hypothesis will be validated or refuted based on a detailed
analysis of the obtained results and their comparison with
existing risk management approaches in the energy sector.

Thus, this article aims to fill a significant research gap
by providing new insights and advancements in the field
of risk management. It contributes to further development
and optimization of risk management strategies for energy
sector enterprises.

Methods. In the contemporary energy sector, where
high competition and resilience to change are key chal-
lenges, creating a system that allows energy enterprises to

effectively consider and respond to risks while being adapt-
able to specific needs and conditions is essential. There-
fore, for such a system to be both adaptable and universal,
it is crucial to explore various risk management methods.
In this research, we utilize two key methodologies: SWOT
analysis and the Delphi method.

SWOT Analysis identifies the internal strengths and
weaknesses of the enterprise, as well as external opportu-
nities and threats influencing its operations. The versatility
and applicability of this method across different industries
are important advantages.

We will conduct an analysis of each component of SWOT
separately. For instance, when analyzing the strengths of the
enterprise, we will delve into internal resources, manage-
ment effectiveness, and technological readiness. In examin-
ing weaknesses, our focus will be on identifying issues in the
internal structure and unsuccessful strategic decisions.

Delphi Method is based on using expert assessments to
forecast future scenarios and identify risks. Known for its
expert-oriented nature, the Delphi method allows incorpo-
rating the opinions of highly qualified professionals in the
energy sector.

In our research, we will slightly modify the Delphi method
by using existing expert assessments from open sources. This
can be an efficient approach, offering advantages such as
speed and convenience (utilizing ready-made expert assess-
ments can significantly save time typically spent on engaging
experts and obtaining their individual assessments), accessi-
bility (open sources may contain expert assessments from a
wide range of professionals, ensuring greater representative-
ness), and lower resource consumption (no need to coordinate
work with multiple experts or address availability issues).

Additional methods such as sensitivity analysis and simu-
lation modeling can also be effectively employed for risk
management in the energy industry. Sensitivity analysis helps
determine the impact of changes in individual parameters
on overall results, while simulation modeling creates virtual
environments for testing strategies under risk conditions.

From the analysis of sources [64—82], SWOT analy-
sis is widely used in energy sector research to assess the
internal strengths and weaknesses of enterprises. Scholars
identify potential development opportunities and pinpoint
threats that may affect their activities. Through SWOT
analysis, they focus on aspects that can determine the com-
petitiveness of companies in the market.
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The Delphi method is used by researchers to forecast
future scenarios and identify risks. Expert assessments
involved through this method enable making forecasts
considering various factors. In the energy sector, this may
include questions about resource utilization efficiency, the
development of alternative energy sources, and reducing
environmental impact.

Sensitivity analysis and simulation modeling allow
considering various scenarios and their impacts on energy
enterprises. These methods help identify the most critical
factors influencing risks. Researchers apply these methods
to assess the resilience of enterprises to various changes in
the external environment, such as fluctuations in resource
prices, political, or technological changes.

Our approach to using SWOT analysis, the Delphi
method, sensitivity analysis, and simulation modeling
manifests in an innovative approach to risk research in the
energy sector. Let's highlight the main differences and fea-
tures of our approach:

1. Integrated SWOT Analysis:

We perceive SWOT analysis as a component of an
integrated system that encompasses not only the internal
aspects of the enterprise but also considers external fac-
tors such as legislative changes, geopolitical shifts, and
sociocultural trends. This holistic approach provides a
comprehensive understanding of the enterprise's position
in a dynamic environment. By integrating external factors
into SWOT analysis, we aim to enhance its effectiveness in
strategic decision-making.

2. Delphi Method Modification:

In our approach, we explore the possibility of mod-
ernizing the Delphi method. Instead of directly involv-
ing experts in the research, we consider using existing
expert assessments from open sources, thus saving time
and resources. This adaptation allows us to benefit from
a wealth of expert opinions readily available, ensuring a
more efficient and streamlined process.

3. Consideration of Regional Specifics:

Our approach takes into account the specificity of
regional characteristics in researching risks in the energy
sector. We identify the impact of local conditions and leg-
islation on the overall risk profile. Recognizing regional
nuances is crucial for tailoring risk management strategies
to specific geographic contexts.

4. Focus on Change Resilience:

Utilizing sensitivity analysis and simulation modeling
in our approach enables us to emphasize the enterprise's
resilience to various changes. This emphasis on adaptabil-
ity ensures effective risk management, considering factors
like market fluctuations, regulatory shifts, and technologi-
cal advancements. The focus on change resilience aligns
with the dynamic nature of the energy sector.

5. Adaptation to Modern Challenges:

Our approach is oriented towards adapting to contempo-
rary challenges in the energy sector, such as the transition to
renewable energy sources, digital transformation, and global
shifts in consumer demands. By aligning risk management
strategies with current industry challenges, we aim to future-
proof enterprises and facilitate sustainable growth.

In summary, our integrated system goes beyond tradi-
tional SWOT analysis, incorporating external dynamics,
modernizing research methodologies like the Delphi method,
considering regional specifics, and prioritizing change resil-

ience. This comprehensive approach aims to provide energy
enterprises with a strategic advantage in navigating the com-
plexities of the evolving energy landscape.

In general, our approach entails a deeper and com-
prehensive examination of risks aimed at maximizing the
resilience and competitiveness of energy enterprises in
conditions of uncertainty and dynamic changes. During
the implementation of the chosen methods in our research,
certain difficulties and problems may arise that need to
be considered for the most accurate and reliable analysis.
Let's consider some possible aspects that require attention:

— Insufficiency of data: One of the key challenges may
be the limited availability of data necessary for conducting
SWOT analysis and simulation modeling. It is crucial to
ensure access to comprehensive and reliable data for the
most accurate results.

— Heterogeneity of data sources: Considering various
data sources for SWOT analysis may pose challenges in
standardization and consistency. Methods of processing
and analysis need improvement to ensure uniformity of
approaches.

— Inconsistency of expert assessments in the Delphi
method: The use of the Delphi method, especially with
the use of ready-made expert assessments, may lead to
the issue of inconsistency and subjectivity in evaluations.
Careful selection and analysis of sources are important to
ensure the credibility of results.

— Challenges in sensitivity analysis: Conducting sen-
sitivity analysis may encounter difficulties in precisely
determining the interaction of different parameters and
their impact on risks. It is necessary to carefully choose
parameters and consider potential interactions.

— Evaluation of impact on a specific enterprise: To
achieve maximum adaptation and efficiency in research,
it is crucial to correctly consider the specific characteris-
tics, scale, and individual features of the energy enterprise.
Avoiding and resolving these difficulties require detailed
planning, systematic analysis, and continuous improve-
ment of the research methodology.

Results and Discussion. The results of our study indi-
cate the need for implementing a comprehensive risk man-
agement system in the energy sector to ensure the stability
and efficiency of enterprise activities. To achieve this goal,
the concept of a systematic approach to risk consideration
and response is proposed, which is based on the use of a
decision support system adapted to the unique characteris-
tics of a specific enterprise.

This concept involves the creation of an integrated
system that takes into account SWOT analysis, the Delphi
method, sensitivity analysis, and simulation modeling.

The first stage involves a comprehensive analysis of
internal and external factors using SWOT analysis to iden-
tify the strengths and weaknesses of the company, as well
as opportunities and threats.

The second stage includes the use of the Delphi method
to obtain expert assessments of future scenarios and iden-
tify potential risks. Data from these expert assessments can
be integrated into the decision support system to refine risk
management strategies.

Sensitivity analysis and simulation modeling, the foun-
dation of the third stage, allow for assessing the impact
of various factors and development scenarios on risks and
making informed decisions for their management.
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In addition, the decision support system should have
functionality that considers the results of risk impact analy-
sis and automatically adjusts risk management strategies
for maximum efficiency.

Our approach stands out in that it combines a wide
range of analytical methods to ensure comprehensive risk
management in the energy sector. The use of a decision
support system adapted to a specific enterprise enables
real-time responsiveness to changes and maximizes the
resilience of the enterprise to risks.

As a result, the proposed concept of a systematic
approach to risk consideration and response will contribute
to the development of a rational and effective risk manage-
ment system for energy enterprises.

The development of the concept of a systematic
approach to risk consideration and response in the energy
sector is a relevant issue, and indeed, similar developments
in the field of risk management in the energy sector exist.
Several examples of approaches and developments in this
area can be found in scientific publications [83-91].

However, some studies focus on the use of SWOT anal-
ysis and the Delphi method for identifying and forecast-
ing risks in the energy sector. Nevertheless, our approach
differs in that we combine these methods with sensitivity
analysis and simulation modeling for a deeper understand-
ing of potential consequences and the development of opti-
mal risk management strategies.

In some other studies [92-95], emphasis is placed on
aspects of risk management in accordance with standards and
regulations. Our approach complements this by providing
specific tools to address the challenges of a specific energy
enterprise and adapt risk management strategies to its needs.

There are also some developments [96-99] that use
simulation modeling to analyze the impact of various fac-
tors on risks in the energy sector. However, our approach
distinguishes itself by considering the Delphi method and
SWOT analysis, allowing for expert assessments and sys-
tematic analysis of internal and external factors.

In summary, the proposed concept stands out for its
comprehensive approach and consideration of all aspects
of risk management in energy enterprises.

Conclusions. In the course of the research aimed at
developing the concept of a systematic approach to risk
consideration and response in the energy sector, a com-
bination of methods was utilized to systematically study
potential hazards and identify optimal risk management
strategies for a specific energy enterprise.

The selected methods proved to be quite effective in
analyzing internal and external factors influencing the
energy sector. SWOT analysis helps identify internal
strengths and weaknesses of the enterprise, while the Del-
phi method ensures balanced expert assessments of future
scenarios.

Supplementing the core methods with sensitivity anal-
ysis and simulation modeling allows for a deeper under-
standing of the relationships between different risks and
the effectiveness of various risk management strategies.

An important aspect of the research is the ability to
adapt risk management strategies to a specific enterprise.
Considering the specifics of the energy sector and imple-
menting a decision support system will enable the effective
consideration of all aspects of enterprise activities.

The obtained results emphasize the importance of a
comprehensive approach that takes into account both stan-
dard risk management methods and the unique characteris-
tics of the energy sector. Comparative analysis showed that
the proposed concept is innovative and effective.

In summary, the developed concept of a systematic
approach to risk consideration and response in the energy
sector outlines a clear path for enterprise risk management,
enabling informed strategic decisions and ensuring resil-
ience in dynamic market conditions.

This research makes a significant contribution to the
development of risk management methodology in the energy
sector and can serve as a foundation for further practical
applications in the fields of energy and risk management.
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IToxopenko B.O.
Hasuanvho-naykosuil incmumym 6iznecy, eKOHOMIKU MA MEHEeONCMEHM)
CymcoKo20 0eparcasHoeo yHisepcumemy

TEOPETHUYHI OCHOBHU YIIPABJIHHSA PUSUKAMU
HIANPUEMCTB EHEPTETUYHOI TAJIY3I

YV enepeemuunomy cepedosuwi, sike wWBUOKO pO36UBAEMbCS, eheKmuUsHe YNPAGLIHHA PUSUKAMU MAE NEPUoYepeose
3HaueHHs O 3a0e3neyenHs cmabiibHocmi ma ycnixy nionpuemcms. Y yitl cmammi 00CioxHcyemvcsa cucmemnuil nio-
XI0 00 YNpasninHsi PUSUKAMU 6 eHEP2eMUYHOMY CEKMOpI, HA2OLOULYEMbCSL HA po3pobyi cmpamezitl, adanmo8anux 0o
KOHKPEmHOo20 nionpuemcmed. JJocaiodcentss 3a2nubaoemovcs 6 pisni Mooeni, o 6UKOPUCIOBYIOMbCS 6 eHEePeMUUHOMY
cekmopi 0711 ynpasninta pusuxkamu. Ob62o8opoomscs MoOeli eHepeemuyHo20 OANAHCY, MOOeNi eHepeemUIHUX Mepedxc,
EKOHOMIKO-MamemMamuyHi Mooeii, Mooeli NpOSHO3Y8AHH NONUNTY MA 8UPOOHUYMEA, MOOeNi cucmem YAPAGLiHHA pU3U-
Kamu, mooeni 8i0Ho608anux oxcepen enepeii (BE) ma cucmemui ounamiuni mooeni. JocniodcenHss nponoHye Komn-
JIeKCHY cucmemy YNpasiinHsa pusukamu Ojis eHepeemudHo2o cekmopy, wo exaoyae ananiz SWOT, memoo Delphi, ananiz
yymausocmi ma imimayiine mooenosanns. 11i0xio nepedbauae demanvHuil AHANI3 SHYMPIWHIX [ 308HIUHIX (akmopis,
eKCnepmHi OYinKU ma Mecmyeansi CYeHapiie 0 YopmMyn06ants a0anmueHux cmpamezii Ynpasninus pusukamil, 3 6pd-
XYBAHHAM Pe2iOHANbHUX 0CObUBOCIeEl, NPIOPUMEMHOCI CMIUKOCME 00 3MiH, Y3200CYIOUU IX I3 CYUACHUMU BUKTUKAMU
eanysi. Bpaxogylouu KOHKYpeHmMHULL Ma OUHAMIYHUL XAPAKMeEDP eHEePeemUyHO20 CeKMOopY, 00CIIONCEHHST BUKOPUCTOBYE
SWOT-ananiz ma memoo Delphi sk kawouosi memoodonocii. Pezyriomamu docniodicenns niokpecionms HeoOXIOHICmb
KOMNJIEKCHOT cucmemu YnpagiiHHsa pusukamu 8 enepeemuyi. 3anponoHo8aHuii cucmeMHull nioxio, wo NOEOHYE PIi3Hi aHa-
JIMUYHT Memoou, CRpAMOSAHUL HA MaKcumizayilo cmiukocmi ma KouKypenmocnpomodxcnocmi. Cucmema niompumku
NPULHAMML PIULeHb, wo Modice Oymu 30Y008aHA HA OCHOGI pO3POOLeHOT Memodonozii, 6yoe asmomMamuyHo a0anmosand
00 KOHKpemHux nionpuemMcms, i Cnpusimume onepamusHoMy peazy8aHtIo Ha 3MIHU ma ONMuMizye cmpamezii ynpagninus
pusuxamu. Pospobnena konyenyis cucmemnozo nioxody 00 po3ensidy ma peazy8antsi Ha PU3UK 8 eHepeemuinomy Cex-
MOPI NPONOHYE YIMKULL WILAX OJis YNPAGAIHHA PUSUKAMU nionpuemcmesa. lnmezeposana cucmema UAGUIACS ITHHOBAYIIHOIO
ma egheKmuHoI0, BHOCAYU 3HAYHUL BHECOK Y B00CKOHANEHHS MeMOoO0L02Il YNPABIIHHA PUSUKAMU 8 eHePSeMUYHOMY CeK-
mopi. Lle docnioaxcenns 0ae yinny inghopmayiro 011 NPAKMULHO20 3ACMOCY8AHHSL 8 eHep2emuyi ma YNpaeiiHHI PUUKAMLL.

Knrwouosi cnosa: ynpasninus puzuxamu, enepeemura, SWOT ananiz, memoo Delphi, ananiz uymaueocmi, imimayitine
MOOENIOBAHTISL.




